To:

From:

Subject:

State of California California State Transportation Agency
DEPARTMENT OF TRANSPORTATION

Memorandum P

Be envrgy efficient!

WILLIAM E LEWIS Date: January 15, 2015
Assistant Director
Division of Audits and [nvestigation Fil:  P3000-0412

CLARK PAULSEN 1 & i :
Chief e \ed—

Division of Accounting

CAL-CARD TRANSACTIONS REVIEW AUDIT - P3000-0412

The Division of Accounting (Accounting) received the Audit Reporl, CAL-Card Program
Review Audit — P3000-0412. dated June 27. 2013. This is our 540-day responsc to the audit.

Finding 5 — Inaccurate Vendor Transaction History Records within Advantage

Accounting has requested a change in Advantage to correct the Vendor Transaction History
reporting. Programming changes were completed and the data was tested. The test data results
identified errors with the programming change. Accounting is working with [T and CGI to have
the programming changes fixed and re-entered into the system for testing. It is expected this will
be completed by June 30. 2015.

Should you have any questions regarding this response. please contact Gilbert Petrissans at
(916) 227-9279.

¢: NOrtega. Chief Financial Officer
TScribner. Chief = IT Solutions Division
GPetrissans, Chief - Office of Commoditics and Contract Payable’s, Division of Accounting
CBuhagiar. Commodity & CAL-Card Payments Branch. Division of Accounting
NFelcher. Audit Coordinator - Division of Acecounting
RTakao, Audit Coordinator - Division of Audits & Investigation

“Provide a sate, sustainable, integrated and efficient transportation system
to cithance Californin’s ceonomy and Hvabiliy™



State of California Culifornia State Transportation Agency
DEPARTMENT OF TRANSPORTATION

M cmoran d um Serious drought.
Help Suve Water!
To: WILLIAM L. LEWIS Date:  January 27, 2015
ASSISTANT DIRECTOR
AUDITS AND INVESTIGATIONS fle PI000.0412

From: FRANCESCA NEGRI
Chief
Division of Procurement and Contracts

Subject: POST 360 DAY RESPONSE STATUS REPORT FOR CAL-CARD PROGRAM AUDIT

The Division of Procurement and Contracts (DPAC) has impiemented all audit finding
dispositions for the CAL-Card Program Audit as of May 1, 2014. DPAC’s CAL-Card Compliance
Review process has sampled over 200 CAL-Card Purchase Orders since implementation. As
requested, DPAC is providing the findings reports gencrated to date and will make the files
available upon vour request.

Il you have any questions on the status report, please contact Megan Rettke at (916) 227-6082.
Atltachment(s)

(1) CAL-Card Compliance Review Process Finding Report and Recommendations (3)
(2) 2015 Compliance Review Schedule

“Provide a safe. sustainable, infegrated ad efficient transportation sysiem
1o enhunce California s ceonomy and fivabilin




CAL-Card Compliance Review Process Finding Report &
Recommendations

REVIEW DATE: 09/11/2014 DISTRICT: 22 PROGRAM: DPAC
PROCUREMENT FILE NAME: Abby Story

OVERVIEW

Department of Transportation Division of Procurements and Contract's CAL-Card Administration
and Complianee Branch has completed the Compliance Review Process. The purpose of this review
was to determine it CAL-Card transactions ave in compliance with State requirements and
Department of Transportation policies and procedures. Our review diselosed that Departnient of
Transportation's established policvies and procedures along with State requirements are adeguate.
except for the isstes noted below.

OBJECTIVE

The objectives of the Complianee Review were Lo detertine whether:

3
‘.0

CAL-Card transactions comply with the Departiment of Transportation's Acgisitions Mantal,

state requirements and Departinent of Transportation’ policies and procedures.

o Cardholder Statement of Accounts (SOA) and supporting documents are veviewed, approved
and submitted to the CAL-Card Pavments Section in a timely manner.

< SO\ packages contain all required supporting doctmentation.

< Bguipment purchases are tagged and recorded as required.

SPECIFIC FINDINGS

The CAL-Card Administration and Compliance Branch (CCACB) reviewed 15 CAL-Card Purchase
Orders (CPO) and 6 SOAs along with the requived documentation. Issues and recommendations are
diseussed below, Please contact the CCACTH i vou have any questions or would like to diseuss,

 CPO Issues and Recommendations . <~

Issue: Missing Justifieation on CPQ; CPQO's 2213"448, 2213*484, 2213%497, 2213%400, 2214%540, 2213*541,
2213%501, 2213%653, 22147379, 22147380, 2214423, 2214%447, 2214459, 2214™481 and 2214*522
wete missing justifications.

Recommendations: Please make a note of the Justification requirement for all future procurements. We suggest
reviewing E-Blast 13-6 for clarity in reference to Justification requirements. All E-Blasts may be
located by using the following link hittp://admin.dot.ca.gov/pe/CAL-Card-E-blasts.shtinl.

Acquisition Manual, Section 12.3.2 CAL-CARD PURCHASE ORDER (CPO) / STD. 65

All purchases must be Tor official state business and in accordance with this Acquisition Munual.
Approval is necessary before making any purchase and the approval must be documented in the
CAL-Card procurement file. Despite the dollar amount, the CPO/STD 65 must be completed with the
justified purchase. Justification should specify the benefit to the State, including fair and reasonable
pricing documentation, in the PCARD CPQ Commiadity screen, Extended Description field.




CAL-Card Compliance Review Process Finding Report &

Recommendations

 SOA Isstes and Recommendations

{ssue:

Missing the printed CAL-Card Manager’s name on the US Bank SOA cover sheet; April, May and June
2014 SOA packages were missing the printed CAJ.-Card Managers name on the US Bank SQA cover
sheet.

Recommendations:

Please make a note of the printed CAL-Card Manager name requirement on the US Bank SOA cover
sheet for all future SOA packages. Both the CAL-Card Manager's signature and printed name are
required when using the SOA from US Bank.

Acequisition Manual, Section v2.5.25 LATE OR INCOMPLETE SUBMITTALS

If using the SOA from US Bank, the CAL-Card Manager must print their name helow the signature
line.

CONCLUSION

We thank vou for vour assistance during this review and hope our recommendations arve helplul in
future purchages. T0you have any questions or need additional information please e-mail the CAL-
Card Administration and Compliance Branch at caleard.submittale dot.ca.gov, contact me al {916)
275780, or call the Branch Chiet, CAL-Card Administration and Compliance Branch at (916) 227~

tiio.

CCACB Analyst: Jonathan Phillips

CCACB Analyst: Luther Langston

CCACB Analyst: Lynette Yearwood

Date: 9/15/2014
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CAL-Card Compliance Review Process Finding Report &

Recommendations
REVIEW DATE: 10/14/2014 DISTRICT: 22 PROGRAM: Human Resources
PROCUREMENT FILE NAME: Ren Hirang
OVERVIEW

Department of Transportation Division of Procurements and Contract’s CAL-Card Administration
and Compliance Branch has completed the Compliance Review Process. The purpose of this review
was to determine if CAL-Card transactions are in compliance with State requirements and
Department of Transportation policies and procedures. Qur review disclosed that Department of
"Transportation’s established policies and procedures along with State requirements are adequate,
except for the issues noted below.

OBJECTIVE
The objectives of the Compliance Review were to determine whether:

¢+ CAL-Card transactions comply with the Department of Transportation’s Acquisitions Manual,
State requirements and Department of Transportation’ policies and procedures.

< Cardholder Statement of Accounts (SOA) and supporting documents are reviewed, approved
and submitted to the CAL-Card Payments Section in a timely manuer.

< SOA packages contain all required supporting documentation.

< Equipment purchases are tagged and recorded as required.

SPECIFIC FINDINGS

The CAL-Card Administration and Compliance Branch (CCACB) reviewed 144 CAL-Card Purchase
Orders (CPO} and 6 SOAs along with the required documentation, Issues and recommendations are
discussed below. Please contact the CCACB if you have any questions or would like to discuss.

 CPOIssuss andRecommendatlons f e

Issue: Prepayment; CPO 2214*367 was created to purchase 65 boxes of envelopes. Only 50 boxes of
. envelopes were received. The other 15 boxes of envelopes were on back order. All 65 boxes of
envelopes were paid for.

Recommendations: More than one CPO should have been creared for this transaction to prevent the prepayment for the
15 boxes of envelopes.

. The initial CPO was created to reference the 65 boxes of envelopes.

2. The initial CPO should have been moadified to reference only 50 boxes of envelopes received.
In the body of the CPO, write a detailed description explaining why the CPO is modified.

3. A second separate CPO should have been created to pay for the ontstanding 15 boxes of
cuvelopes referencing the original/inodified CPO along with a detailed description including
why the additional CPO was required.

Acquisition Manual Chapter 12.5.15 PREPAYMENT

For all future procurements - Do not pay for items on back order; even though the supplier may have
included these items on the invoice (see Chapter 12.5, Dispute/Fraud/Returs Procedures). Please
adhere to this recommendation for all future procurements,




CAL-Card Compliance Review Process Finding Report &

Recommendations

, CPOIssuesand Recommendations-

Issue:

Detailed Justification; CPO 2214*333 was created to purchase a “I'ravel Clock, Digital Voice
Recorder” and other items without a detailed justification.

Recommendations:

Please make a note of the Justification requirement for all future procurements. We suggest
reviewing E-Blast 13-6 for clarity in reference to Justification requirements, All E-Blasts may be
located by using the following link htip://admin.dot.ca.gov/pe/CAL-Card-E-blasts.shtml.

Acquisition Manual, Section 12.3.2 CAL-CARD PURCHASE ORDER (CPO) / STD. 65

All purchases must be for official state business and in accordance with this Acquisition Manual.
Approval is necessary before making any purchase and the approval must be documented in the
CAL-Card procurement file. Despite the dollar amount, the CPQO/STD 65 must be completed with the
justified purchase. Justification should specify the benefit to the State, including fair and reasonable
pricing documentation, in the PCARD CPQO Commodity screeu, Extended Description field.

Note: Accounls Receivable set up; reimbursement received 4/24/2014.

Issue:

Prison Industry Authority Purchases {P14); CPO 2214*404 was created to purchase nameplates.
Because PIA offers nameplates, a PIA waiver should have been obtained to purchase from another
supplier.

Recommendations:

For all future procurements, consider PIA first. If PIA supplies the commodity; and you do not wish
to purchase from them, obtain a PIA waiver before completing the acquisition. For more
information, you may visit their website at - wwwv.calpia,co.gov. Acquisitions Manual Chapter 3.1,
Prison Industry Authority (PIA), states " The California State Penal Code Scction 2807 mandates
State agencies to first consider if needs could be met by purehasing Prison Industry Authority (P1IA)

commodities and services.”

Acquisition Manual Chapter 12.4.4 Prison Industry Authority (PIA) Purchases

State agencies are reguired by law to purchase items manufactured by Prison Industry Authority.
Refer to Section 3.1, Prison Industry Authority for details or the Non-IT Acquisitions Buyer's Desk
Procedures. Agencies may request a waiver by completing PIA’s General State Agency Exemption
Request Form {SAL-Foo1) if they wish to purchase the item from another vendor. The waiver form
must be fully approved by DPAC’s Procurement & Contracting Officer (PCQO) or designee, Caltrans
Facilities if it is for furniture, and PIA prior to making the purchase (refer to Chapter 3).

Issue:

Modification of CPO; CPO 2214*625-1 was created to purchase a onetime maintenance item. CPO
2214*625-2 was a modification for the increase of the purchase amount to allow for sales tax.

Recommendations:

For all future procurements, when creating a modification of the CPO provide a detailed deseription
explaining why the modification is needed. The detailed description should be placed in the body of
1he CPQ along with the detailed justification.
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CAL-Card Compliance Review Process Finding Report &
Recommendations

CONCLUSION

‘We thank you for your assistance during this review and hope our recommendations are helpful in
future purchases. If you have any questions or need additional information please e-mail the CAL-
Card Administration and Compliance Branch at calcard.submittal@dot.ca.gov, contact me at (916)

227-6054, or call the Branch Chief, CAL-Card Administration and Compliance Branch at (916} 227-
6119,

CCACB Analyst: Jonathan Phillips
CCACB Analyst: Luther Langston

CCACB Analyst: Lynette Yearwood

Date: 10/14/2014
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CAL-Card Compliance Review Process Finding Report &
Recommendation

REVIEW DATE: 10/24/2014 DISTRICT: 22 PROGRAM: DPAC
PROCUREMENT FILE NAME: Roddy Son

OVERVIEW

Department of Transportation Division of Procurements and Contract's CAL-Card Administration
and Compliance Branch has completed the Compliance Review Process. The purpose of this resiew
was to determine it CAL-Card transactions are in compliance with State reguirements and
Department of Transportation policies and procedures. Our review diselosed that Department of
Trausportation’s established pelictes and procedures along with State requirements are adeguate.
except for the issues noted below.

OBJECTIVE

The abjectives of the Compliance Review were to determiine whether:
Che abject f the Compliance Review were to deternvine whethet

¢ CAL-Card transactions comply with the Departiment of 'Pransportation’s Acquisitions

Manual, State requirements and Department of Transportation’ polictes and procedures.

% Cardholder Statement of Aceommnts (SOA) and supporting documents are reviewed, approved
and submilted to the CAL-Card Payvments Section in a timely manner.

< SOA packages contain all requiired supporting docnmentaiion,

2 Lguipment purchases are tagged and recorded as required.

SPECIFIC FINDINGS

The CAL-Card Administration and Complinnee Branch (CCACB) reviewed 71 CAL-Card Purchase
Ovders (CPO) and 5 SOAs along with the required docnmentation. Issues and yrecommendations
are discussed below. Please contact the CCACH if vou have any questions or would fke to discuss,

CPO Tssues and Recommendations - -

Issue: CPOQ Missing Justification; The following were missing a detailed justification in the body of the CPO:

CPO 2214*330, 2214389, 2214%390 (February 2014 SOA)

CPO 2214420 (March 2014 SOA)

CPO 2214*544 (April 2014 SOA)

CPO 2214%563, 2214*568, 2214%576, 2214%*726 (May 2014 S0A)
CPO 22147042, 2214%049, 2214*054 (Angust 2014 SOA)




CAL-Card Compliance Review Process Finding Report &
Recommendations

' CPO Issties and Recommendations

Recommendations: Please make a note of the Justifieation requirernent for all future procurements. We suggest reviewing
E-Blast 13-6 for clarity in reference to Justification requirements. All E-Blasts may be located by using
the following link http://admin.dot.ca.gov/pc/CAL-Card-E-blasts.shtml.

Acquisition Manual Chapter 12.3.2 CAL-CARD PURCHASE ORDER (CPO) / STD. 65

All purchases must be for official state husiness and in accordance with this Acquisition Manual.
Approval is necessary before making any purchase and the approval must be dotumented in the CAL-
Card procurement file. Despite the dollar amount, the CPO/STD &5 must be completed with the justified
purchase. Justification should specify the benefit to the State, including fair and reasonable pricing
documentation, in the PCARD CPO Camimodity screen, Oxtended Desceiption field.

CONCLUSION

We thank you for vour assistance during this review and hope our recommendations arve helpful in
tuture purchases. If vou have any questions or need additional information, please emaif the CAL-
Card Administration and Compliance Branch at caleardsubmittalesdot.cigovs contact me at (910)
20--5780, or call the Branch Chicf, CAL-Card Administration and Compliance Branch at (916) 22—
D119,

CCAC Analyst: Jonathan Phillips
CCAC Analyst: Luther Langston

CCAC Anpalyst: Lynette Yearwood

Date: 10/24/2014
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FY 2015

Puhlic Relations Campaign

August | September | QOctober | November | December | January l February 1 March i April I May \ tune
District
1 PELIF)
2 L&Y (D)
3 L&Y (D)
4 LR YD)
5 P&Y(F)
[ LR Y(T)
7 L&Y {F)
B L&Y {F)
9 L& P (VTC?)
10 P &Y(D}
11 L&P(F}
12 L& P(F)
HE All All All Al
Compliance Review
District ]
1 P&L(F)
P
3 L&Y (D)
3
5 P&YI(F)
5]
7 L&Y IF)
3 -
9 hail
0
11 L& P (F)
12
HQ All All
Mileage reimbursement - 5118.00
L= Langston Airfare Cost - $7556.00
P = Phillips {D) = Drive {F) + Flight [T} Train Train Cost - $300.00!
¥ = Yearwood fieal reimbursement - $450.00
* Will try and make Thursdays our District visit days Hotel Costs - $1700.00,




State of California Business, Transportation.and Housing Agency

" DEPARTMENT OF TRANSPORTATION

M emoran d um Flex your power!
Be energy efficient!
To: WILLIAM E. LEWIS Date: January 7, 2014
Acting Assistant Director
Audits and Investigations File:  P3000-0412
From{| , FRANCESCA NEGRI, Chief
Pivision of Procurement and Contract:

Subject: Status Report for CAL-Card Program Audit

The Division of Procurement and Contracts has attached the 180 Day Response on the
implementation of audit finding dispositions for the CAL-Card Program Audit dated
June 6, 2013.

If you have any questions on the status report, please contact Megan Rettke at (916) 227-6082.

Attachment: 180 Day Audit Response

“Caltrans improves mobility across California”



Audit Name: CAL-Card Program Audit
Audit Number: P3000-0412
Audit Series: 180 Day Response
. ARG
FINDINGS AND RECOMMENDATIONS 1 Response .
' s
PROHIBITED AND RESTRICTED PURCHASES Status Date(s) | /et Sere

Recommend that the Division of Procurement and

Contracts (DPAC): . »

» Develop and implement comprehensive training to In Pro 06/24/2013 | Draft Response

ORI . gress | 09/03/2013 | 60 Day
address prohibited and restricted purchases, 01/07/2014 | 180 Da
1:1 specifically for recurring findings as outlined in the
report.

Draft on schedule in developing its comprehensive CAL-Card fraining program which is to be -

completed by February 28, 2014

Recommend that DPAC: 06/24/2013 { Draft Response

¢ Require CAL-card liaisons to complete CAL-card | |5 Progress | 09/03/2013 | 60 Day

12 | training. 01/07/2014 | 180 Day

Response: }}

DPAC is on schedule in developing its comprehensive CAL-Card Liaison training which is to be

completed by February 28, 2014. A complementary Policy Memo will be issued prior fo that date.

Recommend that DPAC:

* Developa Frequently Asked Questions” pageto | oo [ ooed 03 géaggesp"“se

- be included on the CAL-Card website. 01/07/2014 | 180 Day
1:3

Response:

DPAC developed the Frequently Asked Questions (attached) and posted it to the DPAC intranet

site: hitp://admin.dot.ca.gov/pcicalcard res cnir.shiml (also aftached).

Recommend that DPAC:

+ Modify the CAL-Card Handbook (CCH) section 3.9,

File Documentation, to require the list of price 06/24/2013 | Draft Response
quotes recorded on the Bid Quote Worksheet and | Completed | 09/03/2013 | 60 Day
14 the supporting bids to be submitted to the Division 01/07/2014 | 180 Day
) of Accounting {DOA) with the Cardholder
Statement of Account (SOA) packages.

Response:

DPAC updated the Acquisition Manual. The revisions are noted in blue text. The updated version is

posted on the DPAC infranet site: http://admin.dot.ca.gov/pc/manuals.shiml.

Recommend that DPAC:

s Work with the Information Technology (IT) 06/24/2013 | Draft Response
Certification Unit to develop a list of items Completed | 09/03/2013 | 60 Day
requiring approval and post this list on the CAL- 01/07/2014 | 180 Day
Card website

1:5 | Response:

| DPAC developed an Information Technology certification requirement list (attached) and

posted it on the DPAC Intranet site: hitp:/admin.dot.ca.gov/pc/docit-acquisitions-with-cal-
card.pdf. Each time the list is updated, DPAC will put the previous version in an “Archived

IT PURCHASES WITH CAL-CARD list" on the same webpage so previous versions can be

easily be accessed for auditing and compliance. The archived lists will be filed by revision date.

——— —
AV12/19/13




Audit Name: CAL-Card Program Audit
Audit Number: P3000-0412
Audit Series: 180 Day Response

FINDINGS

AND RECOMMENDATIONS 1 {CONTINUED)

Response | , . .
PROHIBITED RESTRICTED PURCHASES Status Date(s) | Audit Series

Recommend that DPAC: .

» Remind Cardholders and Approving Officials of | 06/24/2013 | Draft Response
the requirement to obtain PIA approval priorto | Completed | 09/03/2013 | 60 Day
purchase. 01/07/2014 | 180 Day

1:6 | Response:

DPAC reminded cardholders and approving officials of the appropriate process via the CAL-Card

monthly teleconference meeting on August 28, 2013 (e-blast 13-4):

http://admin.dot.ca.gov/pc/doc/EB-13-4.pdf

Recommend that DPAC:

» Provide timely feedback to Cardholders and 06/24/2013 | Draft Response
Approving Officials regarding prohibited and Completed | 09/03/2013 | 60 Day

17 resfricted purchases, within 60 days from the  01/07/2014 | 180 Day
’ statement date.

Response:

DPAC no longer waits to send out all notifications at once. As of August 8, 2013, DPAC started,

and will continue, sending out notifications to individual cardholders as scon as the determination’s

made. Log attached. DPAC is continually improving its review timelines and notices.

Recommend that DPAC:

» Review districts’, divisions’, and programs’ CAL-

Card procurement files on a sample basis to
deten'[r:ine compliance with the State Controller’s | 06/24/2013 | Draft Response
. - . ) n Progress | 09/03/2013 | 60 Day
1:8 Office (S§CO) MOU and compliance with CCH 01/07/2014 | 180 Da
requirements; communicate deficiencies to y
Cardholders and Approving Officials; and update
policies and procedures as needed.
| Response:

DPAC is on schedule in developing its process to incorporate this process by May 16, 2014,

DPAC will: 06/24/2013 | Draft Response

» Enforce the Three Strikes Policy. Completed | 09/03/2013 | 60 Day

19 01/07/2014 | 180 Day
’ Response:

DPAC no longer waits to send out all notifications at once. As of August 8, 2013, DPAC started,

and will continue, sending out notifications to individual cardholders as soon as the determination

is made. Sample Memorandums to Cardholders attached.
FINDINGS AND RECOMMENDATIONS 2 Response | , . o .
CAL-CARD CONTROL WEAKNESSES Status | pate(s) | Auclit Series

Recommendation that DPAC:

¢ Review districts’, divisions', and programs’, CAL- 06/24/2013 | Draft Response
Card procurement files on a sample basis to In Progress | 09/03/2013 | 60 Day

291 determine compliance with the SCOs’ MOU and 01/07/2014 | 180 Day
o also review files for the aforementioned findings.
Response:
DPAC is on schedule in developing its procedures to incorporate this process by May 16, 2014.

e ]

AV 12/19/13



Audit Name: CAL-Card Program Audit
Audit Number: P3000-0412
Audit Series: 180 Day Response

FINDINGS AND RECOMMENDATIONS 2 (CONTINUED) : .
CAL-CARD CONTROL WEAKNESSES Status | pate(s) | Audit Series

Recommendation that DPAC: 06/24/2013 | Draft Response

¢ Issue statewide reminders and instructions for Completed | 09/03/2013 | 60 Day
items of noncompliance. 01/07/2014 | 180 Day

2.2:2 Response:

DPAC reminded cardholders and approving officials with specific compliance topics via the CAL-

Card monthly teleconference meeting on August 28, 2013 (Meeting Minutes attached)

http://admin.dot,ca.qgov/pe/doc/minutes08282013.pdf

Recommendation that DPAC:

+ Clearly define what is meant by “as soon as 06/24/2013 | Draft Response
possible thereafter” in the CCH section 3.1 Completed | 09/03/2013 | 60 Day
regarding preparation of the CAL-Card Purchase 01/07/2014 | 180 Day

2.2:3 Orders (CPO).

1 Response:
DPAC updated the Acquisition Manual. The revisions are noted in Chapter 12 section 12.3.2 (D)

(also attached). The updated version is posted on the DPAC intranet site:
http:/fadmin.dot.ca.qov/pc/manuals.shiml.

FINDINGS AND RECOMMENDATIONS 3 Response L
REVIEW AND REPORTING WEAKNESSES Status | pate(s) | Audlit Series
DPAC will: .
¢ Remind Cardholders and Approving Officials Completed gg;gggg::g 60(;33 Response
statewide of the requirement for tagging and omprete 01/07/2014 | 180 Sg
recording equipment : y

3.2:1 | Response: ‘
DPAC reminded cardholders and approving officials with specific compliance topics via the CAL-
Card monthly teleconference meeting on August 28, 2013 (Meeting Minutes attached)

http://admin.dot.ca.gov/pc/doc/minutes08282013.pdf and the IT Purchases with CAL-Card list
(attached) : http://admin.dot.ca.gov/pc/doc/it-acquisitions-with-cal-card. pdf

DPAC will: v '
+ Include a property control compenent in the In Progress gg;gggg:g GDéagai;esponse
training recommendations as outlined in Finding 01/07/2014 | 180 Day
3.2:2 1,
Response:

DPAC is on schedule in developing its comprehensive CAL-Card training program which is to be
completed by February 28, 2014.

3.23

DPAC will: _ ) 06/24/2013 | Draft
The CAL-Card Unit report equipment purchases to Completed | 09/03/2013 | Response
the Property Controllers as required. 01/07/2014 | 180 Day

Response:

After further review of the data received and the capabilities of InfoAdvantage, DPAC cannot get
access to all of the data needed to report these types of purchases. DPAC incorporated this
requirement into its process and manuals. Section 7.4.1 was added to the manual (attached).
The IT Purchases with CAL-Card document also has instructions (attached).

AV 12/19/13



To:

From:

Subject:

State of Cafifornia Business. Transporation and Housing Agency
DEPARTMENT OF TRANSPORTATION

Memoran d. iaum Flex pour power!

Be energy efficient!

WILLIAM E LEWIS Date:  January 21, 2014
Assistant Director
Division of Audits and Investigation Fle:  P3000-0412

CLARK PAULSEN CQ ) {Z-J,/—
Chief ‘

Division of Accounting
CAL-Card Transactions Review Audit - P3000-0412

The Division of Accounting (Accounting) received the Audit Report, CAL-Card Program
Review Audit ~ P3000-0412, dated June 27, 2013. The following is our 180 day response 1o the
audit:

Finding 5 — Inaccurate Vendor Transaction History Records within Advantage

Accounting has requested a change in Advantage to correct the Vendor Transaction History
reporting. Programming changes were complete, data was tested. and the programming change
had errors. Accounting is working with IT and CGI 1o have programming changes fixed and re-
entered into the system for testing. It is expected this will be completed by March 31, 2014.

Should you have any questions regarding this response, please contact Katrina Kimber at
(916)227-9055.

¢: SKeck, Acting Chief Financial Officer
PAllen, Chiel — 1T Solutions Division
GPetrissans, Chief — Office of Commodities and Contract Payable’s, Division of Accounting
KKimber, Chief — Commodity & CAL-Card Payments Branch, Division of Accounting
NFelcher, Audit Coordinator - Division of Accounting
RTakao, Audit Coordinator - Division of Audits & Investigation

“Culirans maproves mobifipy: across (Culifurma”



To:

From:

Subject:

State of California California State Transportation Agency
DEPARTMENT OF TRANSPORTATION

Memorandum Flecyonrpomet

Be energy efficient!
WILLIAM E LEWIS Date: February 4, 2014
Assistant Director

Audits and Investigations

LORNA RICEZYI ML /26(/(

Deputy District Director, Administration
District 11

Response to Audit Report
District 11 has taken the following corrective actions to address the findings of the report.

The District issued a memo on Juty 3™ to Cal-Card Holders and Approving Officials to
address the findings and concems in the Audit Report.

As an on-going effort to improve our Cal-Card Program in the District, the following has
been done.

¢ Started Cal-Card Quarterly Meetings/Trainings with all Cal-Card users and Mangers (last
meeting was held in June 2013, next one is set for March 6 2014)

» Attended Cal-Card monthly conference calls and ensured our District users and Managers
were provided the minutes from those meetings
Established and Maintained Cal-Card related training and records

» Established connections thru increased communication to ensure card users have a resource
to go to when they have any purchasing issues before they violate a policy. Preventive
Practice rather than Punitive.

» Hosting a separate Cal-Card Managers only training. (Aug 22 2013)

» Provided ongoing training as needed, both individually and sessions.

» Investigate policy violations when card users have been given warnings/strikes (3 strike
policy). There have been several cases that were overturned due to HQ having incorrect or
insufficient information.

The agenda for the March 6" meeting includes, but is not limited to the following:
At the March 6™ meeting the following items are on the agenda for discussion:

Justification
Mandatory Contracts
PIA Waivers
Equipment Purchases
IT Certifications

“Caltruns improves mobility across California”
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WILLIAM LEWIS
February 4, 2014
Page 2

Statement of Account
Advance Payments
Prepayments

Past Due Invoices
Splits

If you have any questions, please contact me at (619) 688-6672.
¢: Laurie Berman, District Director, District 11

Cory Binns, Chief Deputy District Director, District 11
Everett Townsend, Deputy District Director, Maintenance, District 11

“Caltruns improves mobility aeross Calffornia™



State of Californis i
DEPARTMENT OF TRANSPORTATION

Memorandum

To:

From:

Subject:

Acting Assistant Director _

WILLIAM E. LEWIS

Audits and Tnvestigations

FRANCESCA NEGRI, Chief

Division of Procurement and Contracts

Status Report for CAL-Card Program Audit

Business, Transportation and Housing Agency

Flex your power!
Be energy efficient!

Date:  August 27, 2013

" Fme: | P3000-0412

The Division of Procirement and Contracts has attached the 60 Day Response on the
implementation of audit finding dispositions for the CAL-Card Program Audit dated

June 6, 2013.

If you have any questions on the status report, please contact Megan Rettke at (916) 227-6082.

Attachment:
60 Day Audit Response

"Caltrans improves mobility across California”



Audit Name:
Audit Number:
Audit Series:

CAL-Card Program Audit
P3000-0412
60-day response

FINDINGS AND RECOMMENDATIONS 1 ‘ Response | . .
PROHIBITED AND RESTRICTED PURCHASES Status Date(s) | Avdit Series
Recommend that the Division of Procurement and
Contracts (DPAC):
¢ Develop and implement comprehensive training to 06/24/2013 | Draft Response
address prohibited and restricted purchases, In Process | 08/27/2013 | 60-day
1:1 specifically for recurring findings as outlined in the
report.
Response:
DPAL is on schedule in developing its comprehensive CAL-Card training program which is to be completed by
February 28, 2014.
Recommend that DPAC:
o I ) 06/24/2013 | Draft Response
12 . lt?ae;?\lnjrl;: CAL-Card Ligisons to complete CAL-Card In Process | 08/27/2013 | 60-day
R_QSI‘JOTISE:.
DPAC is on schedule in developing its comprehensive CAL-Card Liaison training which is to be completed
by February 28, 2014.
Recommend that DPAC: 06/24/2013 | Draft Response
s Develop a “Frequently Asked Questions” page to be | In Process | 08/27/2013 | 60-day
1:3 included on the CAL-Card website.
Response:
DPAC is on schedule in developing a Frequently Asked Questions link on the DPAC intranet site which is to be
completed by December 20, 2013.
Recommend that DPAC:
s Modify the CAL-Card Handhook {CCH) section 3.9, File
Documentation, to require the list of price quotes , _
recorded on the Bid Quote Worksheet and the supporting in Process ggg;'gg}g g(‘f;;ReSp onse
14 bids to be submitted to the Division of Accounting (DOA) ‘ Y
with the Cardholder Statemerit of Account (SOA)
packages.
Response:
DPAC is on schedule in updating the Acgquisition Manual which is to be completed by September 30, 2013,
Recommend that DPAC:
»  Work with the Information Technology (IT) 6/24/2013 | Draft Response
Certification Unit to develop a list of items requiring | In Process | 8/27/2013 | 60-day
15 approval and post this list on the CAL-Card website
Response :
DPAC is on schedule in developing an Information Technology certification requirement list and the
process to maintain it by fanuary 31, 2014.

AV 8/27/2013

Page 1



- Audit Name:
Audit Number:
Audit Series:

CAL-Card Program Audit
P3000-0412
60-day response

FINDINGS AND RECOMMENDATIONS 1 (CONTINUED) _ Response :
PROHIBITED AND RESTRICTED PURCHASES Status Date(s) | Audit Series
Recommend that DPAC o ‘
« Remind Cardholders and Approving Officials of the In Pr 31833172/3;3 g(;aét Response
rgquirement to obtain PIA approval prior to purchase ocess | Uoi< -aay

1:6

Response- S

i DPAGwWill reming card holders and approvmg afflcnals of t

monthlv teleconference meetlng on August 28, 2013 and wﬂl‘ also rel
~Blast.’;” e R -

‘a.pprpprlate prncess wa the CAL—C'
rate thls message \na QAL-Card E-

Recom mend that DPAC

e Provide timely feedback to Cardholders and Approving
- Officials regarding prohibited and restricted purchases,
\mth:n 60 days from the statement date.

in Process

06/24/2013
08/27/13

60-day

viith{iT 60 days fromsthe s&aten'ient date ok d s 03 O

1.8

Recommend that DPAC:

» Review districts’, divisions’, and programs’ CAL-Card
procurement files on a sample basis to determine
compliance with the State Controller’s Office {SCO)
MOU and compliance with CCH requirements;
communicate deficiencies to Cardholders and
Approving Officlals; and update policies and procedures
as needed

In Process

1 6/24/2013

08/27/13

Draft Reponse
60-day

"‘Response,

......

19

DPAC W|I[.

o Enforce the Three Strikes Policy.

In Process

05/24/2013
8/27/13

Draft Response
Bo-day

As ofAugust 8 2013 DPAC started sendmg out notn"catsons to mdiwd ual ca rdholders as soun as the
; determmatlon s made Also refer to the Audlt reSponse 1, 'I ahove '

AV 8/27/2013
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Audit Name: CAL-Card Program Audit
Audit Number: P3000-0412
Audit Series: 60-day response

FINDINGS AND RECOMMENDATIONS 2 Respons . .
CAL-CARD CONTROL WEAKNESSES Status e DaF;e(s) Audit Series
Recommendation that DPAC:
¢ Review districts’, divisions’, and programs’, CAL-Card 06/24/13 | Draft Response
procurement files on a sample basis to determine In Process 08/27/13 | 60-day
221 compliance with the SCOs” MOU and also review files
for the aforementioned findings.
Response :

DPAC is on schedule in developing its process to incorporate this process by May 16, 2014,

Recommendation that DPAC:
« Issue statewide reminders and instructions for 06/24/13 | Draft Response
iterns of noncompliance. In Process | 08/27/13 | 60-day

2.2:2

DPAC will remind cardholders and approving officials with specific compliance topics via the CAL-Card
menthly teleconference meating on August 28, 2013 and will also reiterate this message via CAL-Card E-
Blast,

Recommendation that DPAC:

o Clearly define what is meant by “as soon as
possible thereafter” in the CCH section 3.1

223 regarding preparation of the CAL-Card Purchase

Orders (CPO).

08/24/13 | Draft Response
In Process 08/27/13 | 60-day

Response :
DPAC is on scheduie in updating the Acquisition Manual which is to be completed by September 30, 2013.

AV 8/27/2013 - | "~ Page3



Audit Name: CAL-Card Program Audit
Audit Number: P3000-0412

Audit Series: 60-day response
FINDINGS AND RECOMMENDATIONS 3 Status Response |\ v coria
REVIEW AND REPORTING WEAKNESSES Date(s)

DFAC will:

» Remind Cardholders and Approving Officials 06/24/13 | Draft Response
statewide of the requirement for tagging and In Process | 08/27/13 | 60-day

3.2:1 recording equipment

Response :

DFAC will remind cardholders and approving officials of the appropriate process via the CAL-Card monthly
teleconference meeting on August 28, 2013 and will also reiterate this message via CAL-Card E-Blast.

DPAC will:
» Include a property controi component in the training 06/24/13 Draft Response
recommendations as outliined in Finding 1. In Process 08/27/13 60-day
3.2:2
Response :

DPAC is on schedule in developing its comprehensive CAL-Card training program which is to be completed
by February 28, 2014.

DPAC will:
The CAL-Card Unit report equipment purchases to the
Property Controllers as required.

06/24/13 Draft Response
In Process 08/27/201 | 60-day

3.2:3

Response : .

After further review of the data received and the capabilities of infoAdvantage, DPAC cannot get access to
2ll of the data needed to report these types of purchases. DPAC can however incorporate this
requirement into its process and manuals. These changes will be incorporated by May 16, 2014,

AV 8/27/2013 Page 4



Audit Name: CAL-Card Program Audit
Audit Number: P3000-0412
Audit Series: 60-day response

Appmwnguanagars | __ | 5_ﬂﬂatai Recelved Audit Approvai Date | B Comments
Mari Jo Snider, SSMI

= ther BJysolun T[30/2013 | H2fz03

Louide Lozoya, SSM II

%WW lze (1t %"/&@/!5
ST b o e

Alison Garcia, 38M ll, acting #r Kelly
Takigawa, Assistapt, Division Chisf

/2 b/2(i3
Megan Rettke, Assistant Division Chief
MQQWMW @{ 2y
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State of Cahifornra Business, Transponiation and Housing Agency
DEPARTMENT OF TRANSPORTATION

Memorandum Flex your power!
i ’ Be energy efficient!
To:  WILLIAM E LEWIS Date:  August 19, 2013

Assistant Director

Audits and Investigation fle:  P3000-0412
from: CLARK PAULSEN 4 n T §

Chief C)( : J@»ﬂ«f‘

Division of Accounting

subject: CAL-Card Transactions Review Audit - P3000-0412

The Division of Accounting (Accounting) received the Draft Audit Report, CAL-Card Program
Review Audit — P3000-0412, dated June 6, 2013. The following is our 60 day response to the
report:

Finding 5 — Inaccurate Vendor Transaction History Records within Advantage

Accounting has requested a change in Advantage to correct the Vendor Transaction History
reporting. Programming changes are complete. Accounting has been working with IT to validate
and implement the changes. IT has requested assistance from the Advantage vendor to
mmiplement the changes. It is expected this will be completed by September 30, 2013.

Should you have any questions regarding this response, please contact Katrina Kimber at
(916)227-9055.

c: SKeck, Acting Chief Financial Officer
DKempster, Chief — IT Solutions Division
GPetrissans, Chief - Office of Commodities and Contract Payable’s, Division of Accounting
KXimber, Chief — Commodity & CAL-Card Paymeénts Branch, Division of Accounting
NFelcher, Audit Coordinator - Division of Accounting
RTakao, Audit Coordinator - Division of Audits & Investigation

“Caltrans improves mobility across California ™
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To:

From:

Subject:

State o Califomia Calitisrnia State Uransporiaton Ageney
DEPARTVIENT OF FRANSIORTATION

M emoran d uam Flex yoir pawer!
Be enerey efficiens!

WILLIAM E. LEWIS Date:  Aypust 26, 2013

Assistant Director.

Audits and Investigations File:

s e
CARRIEL. BOWEW

Acting District Director
District 7

CAL-Card Program Audit (P3000-0412) Findings 60 day disposition report

Included in this memorandum and the attachments is the District Seven 60 day disposition
report. in compliance with the fune 2013 CAL-Card Program Audit.

District 7 has distributed the attached email to address the audit findings as outlined in the
District 7 CAL-Card Program Audit Response Work Plan dated June 19. 2013. We also posted
this email to the District 7 [ntranet :

http/A7www2/emsms/index.php?page=cal-card-information

[n addition to the email, District 7 has forwarded the DPAC's monthly Power-Point presentations

to all CAL-Card Holiders and Approvers to reiterate and strengthen the knowledge of on-going
issues covered in the monthly CAL-Card Liaison meeting.

Cultrans tmpraves mobiliy: voross Californier
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William E. Lewis
August 26. 2013
Page 2 of 3

District 7 Work Plan

Item

Steps

Completion Date

Person Responsible

Prohibited and Restricted | Distribute memo to all Cal-

. Purchases

Card hoiders and Approving
Qfficials with emphasis on
prohibited purchases, fuilure
to use mandatory State

Informaticn Technology {1T)
Certifteation Unit approval.

' The Cel-Card Payments
Section eonducted 3 sessions
of Cal-Card training to Cal-
Card Holders ir District 7 in
May 2013.

A link to HQ Accounting
website on Cal-Card
Processing in AMS
Advantage (raining video)
was sent to all Distries 7 Cal-
Card Holders on recard for
review! maining on processing
Cal-Card mansactions.

+
|
1

Contracts and failure to obtain ;

August 1,203

Completed :
May 2013

Completed:
Iune 11,2013

Duncan Mcintosh.
DDD
Administration

Weaknesses

Cal-Card Cortrol

Distribute memo tc all Cal-
Card holders and Approving
I Offieials to strengthen the
canirol of Cal~Card purchase
process to avoid purchases
without prior approval, late
preparation of Cal-Card
Parchzse Order, 2nd obiain
sufficient purchases
justification.

Angust 1. 2013

Dunean Mclntosh
DDD
Administration

ey

Property Conirol

Weakness

Distribute memo 1o Property
Controlfer, all Cal-Card
Holders and Approving
Officials stating that all
equipment costing $500 or
maore be contreiled. identified,
and tagged.

August 1,2013

} Duncan Mcintosh
DoD
Administration

‘Cabirtns unproves mobidin seross Cafiiprna




William E. Lewis
August 26. 2013
Page 3 of 3

Anachments

(1) Review of CAL-Card Handbook — email to all Cal-Card Holdets and Approvers dated
7124713,

(2) District 7 intranet page - - Cal-Card Information.

(3) Monthly CAL-Card Presentations - email to ali Cal-Card Holders and Approvers dated
7/31/15.

¢: Laurine Bohamera, Chief, Internal Audits. Audits and Investigations
Lindy Lee, Chief Deputy, District 7
Duncan Mclntosh, Deputy District Director - Administration. District 7
Kevin Yee. Audit Manager, Internal Audits. Audits and Investigations
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